POCCHUINCKAS ®EJEPAIINAS
MOCTAHOBJEHMUE
I'JIABBI HATOPHOTI'O CEJILCKOT'O MOCEJIEHUS

NETYIINHCKOI'O PAMOHA
BJIAJIVNMUPCKOM OBJIACTH

ot 27.06.2012 Ne 221

O  nomumuxe  aomunucmpayuu  Hacopnozo
cenbckoco nocenenusi Ilemywunckozo pationa 6
omuouleHuy 00pabomKy NepcoHAIbHbIX OAHHBIX

B coorBerctBuu co cratbeit 4, nmyHktom 2 dyactu 1 crateu 18.1
®enepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O nepcoHalbHBIX JAHHBIX», C
el o0ecrieueHus: 0€30MacCHOCTH MEPCOHANBHBIX JIAHHBIX, 00pa0aThIBAEMBIX B
agMuHUCTpauuu HaropHoro cenbckoro nocenenus [lerymuuackoro paitona,

IIOCTAaHOBIIAIO:

1.YtBepauts [lonutuky agMuHucTpanuu HaropHoro ceiabcKoro moceneHust
[leTymmmHCKOro pailoHa B OTHOLIEHUM OOpPaOOTKH IEPCOHANBHBIX COIIACHO
IPUIOKEHUIO.

2. TIlocraHoBneHHWe BCTymaeT B CWIy CO JHA OIyOJMKOBaHUSA
(oOHapooBaHusl) B CpeACTBaX MaccoBOM HH(OpMAUu OPraHoB MECTHOIO
CaMOYIIpaBJICHUSL.

I'naBa nnocenenus O.U. KomnrsuioBa



[Ipunoxenue

K IIOCTAHOBJICHUIO I'J1aBbI
HaropHoro cenbckoro noceyeHus
oT 27.06.2012 Ne 221

HOJIUTUKA
AIMUHUCTPAINU Haropﬂoro CCJIBCKOI'O ITOCCIICHUA HCTYU_II/IHCKOI‘O paﬁOHa B
OTHOIICHHNHA O6pa6OTKI/I MCPCOHAJIBHBIX NAaHHBIX

1. OOume moJioKeHUs

1.1. Tepmunsl u onpeneneHus

[TepconanbHbIe JaHHBIC - JTH00as WHMDOPMAIUS, OTHOCAIIASACS K TIPSIMO WA
KOCBEHHO OIPEACIICHHOMY WJIU ompeaeisseMoMy (usndeckoMy JuIly (CyOBEKTY
MEePCOHATBHBIX JIAHHBIX).

OnepaTtop - TOCYHapCTBEHHbIA  OpraH, MYHULHNAIbHBIM  OpraH,
IOPUIMYECKOE WIN (PU3UUECKOE JIMII0, CAMOCTOSITEIbHO WJIM COBMECTHO C APYTUMHU
JMLIIAMHM OpraHu3yloue U (Wik) OCYLIECTBIISIOIINE 00pabOTKYy NEpCOHAJIBHBIX
JaHHBIX, @ TaKXKe ONpEleISIIoIIME Leld OO0pabOTKM MMEpPCOHANbHBIX JaHHBIX,
COCTaB MEPCOHAJIBHBIX JIAHHBIX, MOAJIEKAIUX 00paboTKe, AecTBUs (onepaiun),
COBEpIIAEMBIE C IEPCOHAIBHBIMU JaHHBIMU.

OOpaboTKka MepCOHANBHBIX JIAHHBIX - JIO0OE JeiCTBUE (omeparus) Wiu
COBOKYITHOCTb JEHCTBUH (Omepaluii), COBEPIIAEMBIX C UCIOJIb30BAHUEM CPEICTB
aBTOMAaTU3allUd WM 0€3 HWCIOJIb30BAHMUS TAaKUX CPEACTB C MEPCOHAIBLHBIMU
JAHHBIMU, BKJIIO4asi cOOp, 3amuch, CUCTEMAaTU3AIMIO0, HAKOIUJICHHUE, XPaHCHHUE,
yTouHeHrne (OOHOBJICHHWE, W3MEHCHWE), M3BIICUCHUE, WCIIONh30BaHUE, Tepeaady
(pactipocTpaHeHue, MPEIOCTABJICHHE, JOCTYI), 00e3IMYMBaHHE, OJIOKMPOBAHUE,
yAaJIeHUE, YHUUYTOXKEHHUE MEPCOHANIbHBIX JaHHBIX.

ABTOMAaTHU3MpOBaHHAsT 00pabOTKa NEPCOHAJIBHBIX JIAHHBIX - 00paboTka
NEPCOHAIBHBIX JAHHBIX C TOMOIIBIO CPEJCTB BEIUMCIUTEILHOM TEXHUKH.

PaCHpOCTpaHeHI/IC IMCPCOHAJIBHBIX JAdHHBIX - I[GﬁCTBI/IiI, HAIIPpaBJICHHBIC Ha
PACKPBITUC IICPCOHAJIBHBIX JAHHBIX HCOIIPCACICHHOMY KPYT'Y JIMII.

Hpe,HOCTaBJIGHI/IC IMCPCOHAJIBHBIX HAaHHBIX - I[€I>iCTBI/I§I, HaIlpaBJICHHBIC Ha
PACKPBITUC IICPCOHAJIBHBIX JAHHBIX OIIPCACICHHOMY JIMIY HWJIN OIIPCACIICHHOMY

KpyTy JIULL.
biiokMpoBaHME IEPCOHANBHBIX JAHHBIX - BPEMEHHOE NPEKPAIICHUE

00pabOTKN MEePCOHATBHBIX JAHHBIX (32 MCKIIOYECHUEM CIIy4aeB, eciii 00padoTka
HeoOXoaMMa JIJIsl YTOYHEHUS IEPCOHATBHBIX JTAHHBIX ).
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YHUUTOXEHUE TIEPCOHANBHBIX JAHHBIX - JEHUCTBUS, B PE3yJbTAaTe KOTOPHIX
CTAHOBUTCS HEBO3MOXXHBIM BOCCTAHOBUTH COJEPKAHUE MEPCOHATBHBIX JAHHBIX B
MH(POPMAIIMOHHOW CHUCTEME TMEPCOHANBHBIX JaHHBIX W (WIM) B pe3yibTare
KOTOPBIX YHUUYTOXKAIOTCA MaTepUaIbHbIE HOCUTENIN MEPCOHAJIBHBIX JaHHBIX.

O0e31MurBaHUE MEPCOHATIBHBIX JAHHBIX - ACUCTBUS, B pE3YyJbTaTE KOTOPHIX
CTAaHOBUTCS HEBO3MOXKHBIM 0€3 HCIIOJIb30BaHMSI JIOMOJIHUTEIbHON HH(pOpManuu
ONpEeAEIUTh MPUHAJIEKHOCTh NEPCOHAIBHBIX JIaHHBIX KOHKPETHOMY CYOBEKTY
IIEPCOHAJIBHBIX JTaHHBIX.

NudopMalimonHass cucTeMa MEPCOHANBHBIX JaHHBIX - COBOKYITHOCTB
cozepxammxcsa B 0azax MaHHBIX MEPCOHATBHBIX JAHHBIX M 00ECIEYMBAIONINX HX
00paboTKy HH(POPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

Tpancrpanuynas mnepenada NEPCOHAIBHBIX  JAHHBIX -  llepejada
IIEPCOHAIBHBIX JAaHHBIX HA TEPPUTOPUI0 HMHOCTPAHHOTO TOCYAApCTBA OPraHy
BJACTH MHOCTPAHHOIO TOCYJapCTBa, HMHOCTPAHHOMY (PU3HUECKOMY JIMIY WA
MHOCTPAaHHOMY IOPUINYECKOMY JIMILY.

1.2. Ha3nauenue u mpaBoBasi OCHOBA JOKYMEHTA.

[Tomutuka aJIMUHUCTpaLIUU Haropnoro CEJIILCKOTO MOCEJICHUS
[TerymuHckoro paiioHa (majgee agMUHHCTpAIUsS) OMPEACISIET CUCTEMY B3TJISIOB
Ha rpobJieMy obecrieueHus: 6€30MaCHOCTH MEPCOHANIBHBIX JAHHBIX U MPEACTaBIISCT
co00i CUCTEeMAaTH3UPOBAHHOE M3JIOKCHUE IIeJICH M 3a/]a4 3alluThl, KaK OJTHO WJIU
HECKOJIbKO TIpaBWJI, TMPOIEAYpP, MNPAKTHYSCKUX TPHEMOB H PYKOBOJSIIHX
OPUHIMIOB B oOmacth  WHGOPMAIIMOHHOW  O€30MacCHOCTH,  KOTOPBIMHU
PYKOBOJICTBYETCSI aIMHHHUCTpPAIMS B CBOCH JEATEIHHOCTH, a TaKKe OCHOBHBIX
MPUHIIAIIOB TTOCTPOCHHMS, OPTraHU3alMOHHBIX, TEXHOJIOTHYCCKUX M IPOIETYPHBIX
acreKkToB o0ecrneueHus: 0€30MaCHOCTH MEPCOHANIBHBIX JaHHBIX.

3akoHogaTeabHOM OCHOBOM HacTtosmie Ilonutuku sBistorcss KoHCTUTyIMSA
Poccuiickoii  Penepanun, ['pakmanckuii, YTOJOBHBIM W TpymoBOM KOJIEKCHI
Poccuniickoit ®enepanun, Penepanpubii 3akoH oT 27.07.2006 Ne 152-®3 «O
NEPCOHANBHBIX AaHHBIX», DenepanbHbiii 3akoH oT 06.10.2003 Nel31-d3 «O0
o0lIMX NpHUHLIMIAX OpraHu3aluyd MECTHOIrO caMmoymnpaBieHuss B Poccuiickoi
denepanniny, 3aKOHbI, YKa3bl, TOCTAHOBJICHUS, IPYTU€ HOPMATUBHBIE TOKYMEHTHI
JnercTBytomero 3akononarensbctBa Poccuiickoin deaepanun, nokymenTel ®CTIK
u OCb Poccun.

HUcnonp3oBanue naHHOW [IOJUTHMKM B KadyeCTBE OCHOBBI JJISI MTOCTPOCHUS
KOMIUIEKCHOM CHCTeMbI MH()OPMAIIMOHHONW 0€30TacHOCTH MEePCOHAIBHBIX JaHHBIX
aIMUHHUCTPALIMHU ITO3BOJIUT ONITUMU3UPOBATH 3aTPATHI HA €€ TOCTPOCHUE.

[Tpu pa3paborke [ToMUTHUKK YyUUTHIBAIUCh OCHOBHBIE MPHUHIIMIIBI CO3IAHMS
KOMIUIEKCHBIX CHCTEM o0OecredeHns 0€30nacHOCTH HH(POPMAIUH, XapaKTePUCTUKU
U BO3MOXHOCTH OPraHU3alMOHHO-TEXHUYECKUX METOJOB U COBPEMEHHBIX
anmapaTHO-MPOTPaMMHBIX CPEACTB 3allUThl WU MPOTHBOJACHCTBUS  yrpo3am
0e3omacHOCTU MH(pOpMaLUK.
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OcHoBHBbIe monoxkeHuss [lomuTukm  Oa3upyroTcss HA  Ka4YeCTBEHHOM
OCMBICIIEHUU BOIMPOCOB 0€30MacCHOCTH MHGOPMAIMK M HE 3aTParuBarOT BOTIPOCOB
SKOHOMHMYECKOTO  (KOJMYECTBEHHOTO) aHajiW3a pPUCKOB U OOOCHOBAHUS
HEO0OXOIMMBIX 3aTpaT Ha 3alIUTy UH(HOPMALIIH.

2. O0BLeKTHI 3aIUTHI

OCHOBHBEIMHM OOBEKTaMH CHCTEMBI 0€30MacCHOCTHU IMCPCOHAJIbHBIX NAHHBLIX B
AAMUHUCTpPAIUUA ABJISAIOTCA:

— wuH(OpPMALMOHHBIE PECYPCHl C OTPAHMYEHHBIM JOCTYIIOM, COJIEpIKallue
IIEPCOHAJIBLHBIE JaHHBIE;

— mnpouecchl 00pabOTKM NEPCOHANBHBIX JaHHBIX B HWH(OPMAIMOHHOU
CUCTEeME  TMEPCOHANBHBIX  JaHHBIX  aIMUHUCTpAllMK,  HUH()OpPMAIMOHHBIC
TEXHOJIOTUH, PETJIAMEHTHI U MPOLEAYPhl cOopa, 00pabOTKH, XpaHEHHs U TIepeaayn
UHpOpPMaLMK, TepcoHan pa3paboOTUYMKOB U IMOJB30BATENCH CHCTEMBI U €€
00CITy>KHMBAIOLINI MTEpCOHAI;

— wuH(pOpMaMOHHAs UHPPACTPYKTYpa, BKIIOYAIONIAs CUCTEMbI 00pabOTKu
U aHanu3za MHPOpMaIUU, TEXHUIECKHUE U MPOrpaMMHBIE CpelCcTBa ee 00paboTKHy,
nepenayd U OTOOpakeHHs, B TOM YHCIIe KaHaJIbl MHPOPMAIMOHHOTO OOMEHa U
TEJIEKOMMYHHUKAILMK, CHUCTEMBl U CPEACTBA 3alUThl MHPOpPMAIUH, OOBEKTH U
MOMEIIEHUS,, B KOTOPBIX PACIONOKEHBl TEXHHUYECKHE CpeAcTBa 00paboTKU
MEPCOHAIBHBIX JTaHHBIX.

3. He.]'ll/l M 3a71a4M odecredeHusi 0e30IaCHOCTH NMEPCOHANBHBIX TaHHBIX

3.1. MHaTepeckl 3aTparuBaeMbix CyObeKTOB MH(POPMAIIMOHHBIX OTHOIIICHU.

CyObektamMmu  MHGOPMAIIMOHHBIX  OTHOIIEHMM  Mpu  oOecrnedyeHuu
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX aIMUHUCTPAIIUU SBIISIOTCS:

— aamuHHCTpanus HaropHoro cembckoro moceneHus, Kak COOCTBEHHUK
UH(GOPMAITMOHHBIX PECYPCOB;

— PYKOBOJACTBO M COTPYIHHUKM aJIMHHUCTpPaUUU, B COOTBETCTBUH C
BO3JIO’KEHHBIMU HA HUX (PYHKIUSMHU.

[lepeunciiennbie CyOBEKTHI UH(OPMAITMOHHBIX OTHOUIECHUH
3aMHTEPECOBaHbI B 00€CIEUEHUU:

— CBOEBPEMEHHOTO JO0CTyINa K HEOOXOJIWMBIM UM MEPCOHATBHBIM JTaHHBIM
(MX TOCTYITHOCTH);

— JOCTOBCPHOCTH (HOJ'IHOTBI, TOYHOCTH, aACKBATHOCTH, I_IeJ'IOCTHOCTI/I)
MNEPCOHAIBHBIX TaHHBIX;

— KOH(pUACHIMAIBHOCTU (COXpaHEHUs B TallHE) MEPCOHAIBHBIX JaHHBIX;
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— 3allliThl OT HABA3BIBAHHUSI MM JIOXKHBIX (HCI[OCTOBCPHBIX, I/ICKa)KeHHI::IX)
NEPCOHAIBHBIX TAHHBIX;

— pasrpaHUYeHHs] OTBETCTBEHHOCTHU 32 HapyIICHUsS UX MpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPABUII 0OpaAIIEHUS C TIEPCOHATILHBIMU IAHHBIMU;

— BO3MOYKHOCTH OCYILECTBJIEHUS HENPEPBIBHOIO KOHTPOJS U YIPABICHHS
nporeccaMu 00pabOTKH U NIEpeaur EPCOHATBHBIX TAaHHBIX;

— 3allWThI IICPCOHAJIBHBLIX JAHHBIX OT HC3AKOHHOTO paCIIPpOCTPAHCHUS.

3.2. llenu 3amuThI.

OCHOBHOH I1€JIbI0, Ha JIOCTMIKEHHE KOTOPOW HAIpaBJICHBI BCE IMOJIOKCHUS
Hacrosimed  [loyMTukuM, sBASETCS  3aluMra CyOBEKTOB  HH(POPMAIIMOHHBIX
OTHOIICHUIA aJMHHUCTPAIMM OT BO3MOXHOI'O HAHECEHHS MM MAaTCPUAIbHOTO,
(U3UUECKOro, MOPAJILHOTO HWJIM MHOTO yiepOa, MOCPEACTBOM CIYYalHOTO WIIH
NPEeTHAMEPECHHOTO BO3JICHCTBUS Ha TIEPCOHAIBHBIC JAHHBIC, WX HOCHUTEIIH,
porecchl 00pabOTKH U Mepeaadu.

VYkazanHas OeJIb JOCTUIAaCTCA ITOCPCACTBOM oOecreyeHUss U IOCTOSTHHOTO
NoAACPIKaHUA CICAYIOINX CBOMCTB NEPCOHAIbHBIX TaAHHBIX!

— JIOCTYITHOCTH TEPCOHANBHBIX JAHHBIX IS JICTAIbHBIX ITOJh30BaTEICH
(ycroitunBoro (hyHKIMOHUPOBAHUS WH(POPMAIIMOHHON CHCTEMBI aJMUHUCTPAIUH,
Py KOTOPOM IIOJIh30BATEINM HMEIOT BO3MOXKHOCTH IOJIYYCHHS HEOOXOIMMBIX
NIEPCOHABHBIX JAaHHBIX M PE3yJbTaTOB PEIICHHs 3a7ad 3a MpUeMIIeMOe IS HUX
BpeMs);

— IEJIOCTHOCTM W  AQYTEHTUYHOCTH  (TMOATBEPXKICHHE  aBTOPCTBA)
MEPCOHANBHBIX JaHHBIX, XPAHUMBIX U 0O0pabaThiBaeMbIX B HWHOOPMAIMOHHON
CUCTEME aJIMUHHUCTPAIINN U TIEPETaBaAEMO 1O KaHaJlaM CBSI3U;

— KOH(UACHIMATBLHOCTA - COXpaHEHUs B TailHE OMNpeJeeHHOW YacTh
NEePCOHAIBHBIX JIAHHBIX, XPaHUMBIX, OOpabaThIBAEMbIX U MEPEIaBaAEMbIX I10
KaHajaM CBS3U.

HCO6XO,HHMBIﬁ YPOBCHb AOCTYIIHOCTH, OCJIO0OCTHOCTH 141
KOH(i)I/I,Z[eHHI/IaJIBHOCTI/I IMCPCOHAJIBHBIX JaHHBIX oOecrnieunBaeTcs
COOTBCTCTBYIOIIMMHU MHOKCCTBY 3HAYUMBIX YI'PO3 MCTOAAMU U CPCACTBAMMU.

3.3. OcHOBHBIE  3agayu CUCTEMBI obecrieueHus 0€30MaCHOCTH
MEPCOHAIBHBIX JTaHHBIX.

JUis 1OCTHXKEHUST OCHOBHOM ILeNM 3alfuThl U O0ECIeYeHMs] YKa3aHHBIX
CBOMCTB NEPCOHAIBHBIX JAHHBIX cHCTeMa obOecreueHus HH(OOPMALMOHHON
0e30MacHOCTH aJMUHUCTPALMM JOJDKHA oOecrneunBaTh 3(PQPEKTUBHOE pelIeHUE
CJICAYIOLINX 3a1a4:

— CBOEBPEMEHHOE BBIABICHHE, OLEHKA U MPOTHO3MPOBAHHWE HCTOYHHKOB
yrpo3 MHPOPMALMOHHON 0€30MaCHOCTH, NMPUYUH U YCIOBUN, CIOCOOCTBYIOIIMX
HaHECEHMIO  yllepOda  3aMHTEPECOBAHHBIM  CyOBeKTaM  MH(POPMAIMOHHBIX
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OTHOIICHUN, HAPYIICHWIO HOPMAJIBHOTO (PYHKIIMOHHUPOBAHUSA WH(OPMAMOHHON
CHUCTEMBI aIMUHUCTPALUN;

— CO3daHHUC MCXdHHU3Ma  OIICPATHBHOI'O pPCATrMPOBAHHA Ha  YI'PO3bI
0e30IacCHOCTH I/IH(bOpMaHI/II/I N HCTATHUBHBLIC TCHACHIINH,

— CO3JaHME YCJIOBMM /i MMHUMM3AIMM M JOKAJU3alUd HAHOCHUMOTO
yiiepba HenpaBOMEpPHBIMU JACUCTBUAMHM (PU3MUECKUX U IOPUIWYECKUX JIMII,
ocnabjieHue HETaTUBHOTO BIIMSHUA W JIMKBUAALMS TOCJIEICTBUN HapylIEHUS
Oe3omnacHoCcTH HH(POPMALIUH;

— 3alMTy OT BMENIaTelbcTBa B mpouecc  (yHKUMOHUPOBAHUS
UH(OPMAIMOHHOW CHCTEMbl aJMUHUCTPALMU [OCTOPOHHUX JIMI[ (JIOCTYN K
UH(OPMAIMOHHBIM pecypcaM JIOJKHBI HMMETh TOJBKO 3aperuCTPUpPOBAaHHBIE B
YCTaHOBJICHHOM IOPSIJIKE MOJIb30BATEIN);

— pasrpaHuYeHHE JIOCTyla ToJib30Bareled K  WHGOPMAIIMOHHBIM,
anmnapaTHbIM, MPOTPAMMHBIM M HUHBIM pecypcaM aJIMUHUCTPAUUH (BO3MOMXKHOCTh
JIOCTYIIa TOJIBKO K TEM pecypcaM U BBIIOJIHECHHUS TOJIBKO TEX ONEpauuii ¢ HUMH,
KOTOpbIE HEOOXOJMMbl KOHKPETHBIM IOJIh30BATEISIM JIJIS BBINOJIHEHUS CBOUX
CITyKEOHBIX 00S3aHHOCTEH), TO €CTh 3aIUTY OT HECAHKITMOHUPOBAHHOTO JJOCTYIIA;

— obecnieyeHre ayTeHTU(UKAIMU  [OJb30BaTENEH, YYaCTBYIOIIMX B
uH(QOpPMAITMOHHOM OOMeHe (MOATBEPKJEHUE TMOJUIMHHOCTA OTIpaBUTENS U
noJryyaTesist uHQOpMalLun);

— 3alUTy OT HECAHKIMOHUPOBAHHOW MOJIU(MUKAIIUU UCIOJIb3yEeMbIX B
UH(OPMAITMOHHOW CHUCTEME aIMUHUCTpAIlMU TPOTPAMMHBIX CPEICTB, a TaKKe
3alIUTy CHCTEMBI OT BHEJIPEHHUS HECAHKUHMOHHMPOBAHHBIX IPOrpaMM, BKIKOYAS
KOMIIBIOT€PHBIE BUPYCHI;

— 3amuTty WHGOpPMALMK OrPAHUYEHHOTO TIOJIb30BAHHUS OT YTEUYKU IO
TEXHUYECKUM KaHajaM NpH ee o0paboTke, XpaHCHHH W Iepelnade Mo KaHallam
CBSI3H.

3.4. OCHOBHBIC IMIyTH PCIICHUA 3a1a49 CUCTCMBbI 3allIUTHI.

IIocTaBiaeHHBICE OCHOBHEIC LCJIN 3alIUThI U PCHICHUC IICPCUUCIICHHBIX BBIIIC
3aJaqd J0CTUT'alOTCA:

— CTPOTMUM  YYETOM BCEX NoJJIeXKalluX  3allUTe  PEeCcypcoB
UHPOPMAITMOHHON CHUCTEMBI afMUHUCTpauuu (MHGOpMaIuy, 3a1a4, TOKyMEHTOB,
KaHaJIOB CBSI3H, CEPBEPOB, aBTOMATU3UPOBAHHBIX pabOYUX MECT);

— JKypHAJIMPOBaHUEM NeNCTBUN nepcoHasna, OCYILIECTBIISIIOLLIETO
oOcnyxuBaHUE M MOAU(PUKALMIO TPOrPAMMHBIX M TEXHUYECKUX CPEICTB
MH(POPMALIMOHHON CUCTEMBI;

— TMOJHOTOW, pEaJTbHOW BBIMOJHUMOCTBIO M  HENPOTUBOPEYHUBOCTHIO
TpeOOBaHMI OpPraHU3aAMOHHO-PACTIOPSIIUTENBFHBIX JTOKYMEHTOB aJMUHHUCTPAIIAN
0 BOMpocam o0ecredeHus: 6€30macHOCTH HH(POPMAIINH;



7

— TOJATOTOBKOM JOJDKHOCTHBIX JIUIl (COTPYJHUKOB), OTBETCTBEHHBIX 3a
OpraHMu3allii0 U OCYIIECTBJICHHE MPAKTUUECKUX MEPONPUSTUN MO 00ECIEUCHUIO
0€30MacCHOCTU MEPCOHANIBHBIX JaHHBIX U MPOIECCOB UX 00pabOTKH;

— HAJEJEHUEM KaXJOro COTpyJHUKA (MOJb30BaTENsl) MHUHHMAIbHO
HEOOXOJAMMBIMU JJISI BBITIOJIHEHHUSI UM CBOUX (PYHKIIMOHAIBHBIX OO0S3aHHOCTEH
MOJIHOMOYHSIMH TI0 JOCTYITY K HH(DOPMAIMOHHBIM PECYypCaM aIMUHUCTPAIUH;

— YETKHM 3HAHHEM U CTPOTUM COOIOJCHHUEM BCEMH IT0JIb30BATEISIMU
WH(OOPMAITMOHHOW CHCTEMBl aIMUHUCTpAIlMU TpeOOBaHWN OpPTaHU3AIMOHHO-
pacrnopsiIUTENbHBIX JIOKYMEHTOB II0 BOIpocam oOecredeHus: Oe30MacHOCTH
MIEPCOHATILHBIX JAHHBIX;

— IIEPCOHAJIBHOM OTBETCTBEHHOCTBIO 34 CBOM  JIEUCTBUSA  KaXXJOro
COTPYAHHKA, B paMKaX CBOMX (YHKIHMOHAIBHBIX 00S3aHHOCTEN MMEIOIIETr0 TOCTYII
K MH()OPMAIMOHHBIM pecypcaM aIMUHHUCTPAIUN;

— HENpEephIBHBIM MOJJIEP)KAHUEM HEOOXOJUMOr0O YPOBHS 3allMILEHHOCTH
3JIEMEHTOB MH(POPMALIMOHHOM Cpeibl aIMUHUCTPALIUN;

— MpPUMEHEHHEM (PU3NYECKUX U TEXHUYECKUX (IIPOrpaMMHO-aNMapaTHbIX)
CPEICTB 3alUThl PECYpCOB CHUCTEMbl M HENPEPHIBHOM aJIMHHHCTPATUBHOU
HOJIEPKKON X UCTIOIb30BaHUS;

— 2¢(}EeKTUBHBIM  KOHTPOJEM Haja  COOJIOACHUEM  II0JIb30BaTEIIIMHU
WH()OPMAITMOHHBIX PECYpCOB AJAMUHUCTPAIMK TPEOOBAHWA MO OOECIICYCHHIO
6e3omacHOCTH MH(DOpPMAIUY;

—  IOPUANYECKON 3alIUTON VHTEPECOB aJIMUHUCTpALUH pH
B3aMMOJICUCTBUM C BHEIIHUMM OpraHu3alusMu (CBA3aHHOM ¢ OOMEHOM
NEPCOHAJIbHBIMU JTAHHBIMHU) OT MPOTHUBOIPABHBIX JACHCTBUM, KaK CO CTOPOHBI 3THX
OpraHu3alMii, TaK M OT HECAaHKUHMOHUPOBAHHBIX JEUCTBHM OOCITYKUBAIOUIETO
[IepCoHasa U TPETbUX JIULL.

4. OcHOBHBbIC IPHUHIMIIBI IOCTPOCHUS CUCTEMbI 0€30IIACHOCTH
NEePCOHATBHBIX JAHHBIX

[TocTpoenue cuctemsl, odecriedyeHus: 6€30MacCHOCTH MEPCOHANBHBIX JaHHBIX
aMUHUCTpALlMM, U €€ (YHKIMOHUPOBAHUE JOJDKHBI OCYIIECTBISATHCS B
COOTBETCTBHHU CO CJIEIYIOIIUMHU OCHOBHBIMU NMPUHIIUIIAMU:

— 3aKOHHOCTB;
— CHCTEMHOCTb;

— KOMIUIEKCHOCTB;
— HENPEPBIBHOCTE;
— CBOEBPEMEHHOCTH;

— HNPECMCTBCHHOCTL U HCIIPCPBIBHOCTH COBCPIICHCTBOBAHM A,
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— pa3yMHas JI0CTaTOYHOCTh (IKOHOMUYECKas 11e1eCO00pa3HOCTh);
— TepCcOoHaIbHAsl OTBETCTBEHHOCTD;
— MHHUMHU3AIUS TTOJTHOMOYHH;
— HCKIIOYEHHE KOH(DINKTAa HHTEPECOB;
— B3aUMO/JICHCTBUE U COTPYIHUYECTBO;
— TUOKOCTh CUCTEMBI 3aAIIUTHI;
— OTKPBITOCTb aJITOPUTMOB M MEXAaHU3MOB 3aIIUTHI,
— TMPOCTOTa MPUMEHEHUS CPEICTB 3aIUTHI;
— 000CHOBAaHHOCTh M TEXHUUECKAs PEaIN3yEeMOCTb;
— crnenuanu3amus 1 npohecCuoHaIN3M;
— 0053aTeNbHOCTh KOHTPOJIS.
4.1. 3aKOHHOCTb.

[Ipeanonaraer OCyHIECTBICHUE 3aIUTHBIX MEPONPHUATHI U pa3pabOTKy
CHUCTEMbI 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX aAMHUHHUCTPAIMA B COOTBETCTBUU
C JIEWCTBYIOIUM 3aKOHOJIATEIBCTBOM B 00JIACTH 3aLLUTHI IEPCOHAIBHBIX JAHHBIX,
a TaKKe APYruxX 3aKOHOJATENbHBIX aKTOB MO Oe3omacHocTu MHpopmanuu PD, c
OPUMEHEHUEM BCEX JIO3BOJIEHHBIX METOAOB OOHapyX eHuss U MpeceyeHus
IpaBOHApYUIEHUH NpuU padboTe C MEepPCOHANIbHBIMU JaHHBIMU. [IpuHSATBIE Mepbl
0€30I1aCHOCTH TNEPCOHAJIBHBIX JAaHHBIX HE JOJDKHBI IPENSTCTBOBATH JOCTYILY
IIPAaBOOXPAHUTENBHBIX OPraHoOB B  IPEAYCMOTPEHHBIX 3aKOHOJATEIbCTBOM
CIIy4asix.

Bce monp3oBatenn MHPOPMAITMOHHON CHUCTEMBI aJIMHUHUCTPAIMUA JIOJDKHBI
UMETh TMpEJCTaBIeHUE 00 OTBETCTBEHHOCTH 3a IIpaBOHAPYIICHHS B 00JacTH
00pabOTKHN MEePCOHATBHBIX JaHHBIX.

4.2. CACTEMHOCTb.

CucTeMHBI TMOAXOJ K TOCTPOCHHUIO CHCTEMBl 3aIUThl HHPOPMAIUA B
aIMUHHUCTPALIUU peArnoJiaraet y4eT BCEX B3aMMOCBSI3aHHEBIX,
B3aUMOJICHCTBYIOIIUX U H3MEHSIONIUXCS BO BPEMEHU DJIEMEHTOB, YCJIOBUH U
(GbakTOpOB, 3HAYMMBIX JUIsI TIOHUMAHHMS W pEHIeHUs MNpoOseMbl oOecTeueHUs
0€30MaCHOCTU MEePCOHATBLHBIX TaHHBIX.

[lpy co3maHuu CHUCTEMBI 3alUTHl JOJDKHBI YUYUTHIBATHCS BCE Cialble U
HaunOoJee ysI3BUMbIE MeCTa HH(POPMAIMOHHOW CHCTEMBI aJMUHHUCTPALINH, a TAKXKE
XapakTep, BO3MOXKHbIE OOBEKTHI M HANpaBICHHUS aTaK Ha HEE CO CTOPOHBI
HapymuTeneil (0COOCHHO BBICOKOKBATM(HUIMPOBAHHBIX  3JI0YMBIIUICHHUKOB).
Cucrema 3alMTHl JIOJDKHA CTPOMTHCS C Y4ETOM HE TOJIBKO BCEX HM3BECTHBIX
KaHaJOB IMPOHUKHOBEHUS W HECAaHKUMOHHPOBAHHOIO JOCTyna K MHGOpMaIuu, HO
U C y4€TOM BO3MOXXHOCTHU MOSIBJICHUSI IPUHLMIINAIBHO HOBBIX MyTeH peann3anuu
yIpo3 0€30aCHOCTH.



4.3, KOMIUIEKCHOCTD.

KoMIiekcHoe UC0Ib30BaHNE METOO0B U CPEJICTB 3AILUTHI KOMIIBIOTEPHBIX
CUCTEM IIPEAINOIIAracT COIJACOBAHHOE INPUMEHEHHE Pa3HOPOAHBIX CPEICTB IIPU
MOCTPOEHUU LIEJIOCTHOM CHUCTEMBI 3alUThl, MEPEKPHIBAIOIICH BCE CYIIECTBEHHbIE
(3HAYMMBIE) KaHAJIbI peaM3allii YIpo3 U HE cofieprKaliei ciadblX MECT Ha CThIKax
OTJENbHBIX €€ KOMIIOHEHTOB. 3allluTa JIOJKHA CTPOMUTHCS SUIETIOHUPOBAHO.
BHemHss  3ammTa  JO0MDKHA  oOecreuuBaThCs  (DU3MUECKUMU  CPEACTBAMH,
OpraHMU3allMOHHBIMU U IPABOBBIMU MEPAMHU.

4.4. HenpepblBHOCTD 3aIUTHI.

Obecnieuenne  0€30MacHOCTH  MEPCOHAIBHBIX  JIAHHBIX -  TIPOIIECC,
OCYIICCTBIISIEMbI ~ PYKOBOACTBOM  QJMHHHUCTPAIMH,  aJMHUHUCTPATOPAMU
0e3omacHOCTH MH(POPMAITMOHHON CHUCTEMBI M COTPYIHHUKAMH BCEX ypOBHEH. DTO
HE TOJIbKO M HE CTOJBKO IPOLEAypa WM IMOJUTHKA, KOTOpas OCYIIECTBISICTCS B
OIpe/ICIICHHBIA OTPE30K BPEMECHH WJIM COBOKYITHOCTH CPEJICTB 3aIllUThI, CKOJIBKO
IPOIECC, KOTOPBIA JOJDKEH IIOCTOSHHO WJITH Ha BCEX YPOBHIX BHYTpPH
aJIMUHUACTPALIMA M KaKIbIH COTPYIHUK aJMHHHUCTPAIMHA JOJDKCH MPUHAMATH
ydacTHe B 3TOM Iporecce. JlesTenpHOCTh M0 00eCleYeHn0 UHPOPMAIMOHHOM
0€30IaCHOCTH  SIBIISIETCSI COCTaBHOM 4YacThlO TOBCEIHEBHOW JCATEIBHOCTH
anmuHucTpand. M ee 3(pQPEKTUBHOCTh 3aBUCUT OT Y4YacTHUS PYKOBOJCTBA
aIMUHUCTpAIMU B 00ecrieueHnH HH()OPMAIIMOHHON 0€301acHOCTH MEPCOHATBHBIX
JIAHHBIX.

Kpome Toro, 607bIMIMHCTBY (PU3NUECKUX U TEXHUYECKHX CPEJCTB 3allUTHI
st 3(PEKTUBHOTO BBHITIOJIHEHUS CBOMX (PYHKIMI HEOOXOauMa TMOCTOSHHAS
OpraHu3aldoHHAs (aAMUHHCTPATHBHAs) MOJAJEpKKa (CBOEBpEMEHHas CMEHa U
o0ecrieueHHe MPAaBWIBHOTO XpaHEHUs] M TNPUMEHEHHs HMEH, MapoJiei,
nepeorpeesieHe MOJIHOMOYM U T.10.). IlepepbiBbl B paboTe CpeAcTB 3allUThI
MOTYT OBITh HMCHOJB30BaHbl 3JOYMBINIICHHUKAMH JUIsl aHajn3a MPUMEHSEMBIX
METOJIOB W CPEJICTB 3allUThI, JUISI BHEAPEHHS CIELHAIBHBIX IMPOTPAMMHBIX U
anmapaTHbIX "3aKJIaJ0K" U APYTUX CPEACTB IPEOIOIEHUS 3AIUTHI.

4.5. CBOEBPEMEHHOCTb.

[Ipenmonaraer ynpexnaronuii xapakrep mMep oOecrieueHusi 0e30IacHOCTH
NIEPCOHAIBHBIX JTAaHHBIX, TO €CTh IMOCTAHOBKY 3a/lad 10 KOMIUICKCHOHW 3aIlIuTe
NEPCOHANBHBIX JaHHBIX M peanm3aluio Mep obecrnedeHus 0e30MacHOCTH
NEPCOHANBHBIX JIaHHBIX HAa paHHUX CTagusIX pa3paOdOTKu HWHPOPMAIIMOHHBIX
CUCTEM B IIEJIOM U UX CUCTEM 3allHUThI, B YaCTHOCTH.

Pa3paboTka cucTembl 3alUThl JOJKHA BECTUCH MAapaJlIeNIbHO ¢ pa3paboTKoi
U pa3BUTHEM CaMOM 3amuInaeMor WHGOOPMAIIMOHHOW CHCTEMBI. ITO ITO3BOJIUT
y4ecTb TpeOOBaHUA O€30MACHOCTH IPH IMPOCKTUPOBAHUHU APXUTEKTYpbl M, B
KOHEYHOM cYeTe, co3aaTh 0omee 3¢ deKkTuBHbIE (KaK MO 3aTpaTaM pecypcoB, TaK U
M0 CTOMKOCTH) CHCTEMBI, 00J1aAar0IINe JOCTATOYHBIM YPOBHEM 3alUIIEHHOCTH.

4.6. IIpeeMCTBEHHOCTb U COBEPIICHCTBOBAHUE.
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[Ipenmonaraer MOCTOSTHHOE COBEPIICHCTBOBAHHE MEpP W CPEICTB 3alllUTHI
MEPCOHANILHBIX JTaHHBIX Ha OCHOBE TPEEMCTBEHHOCTH OPTaHHW3AIMOHHBIX U
TEXHUYECKUX pEIICHUH, KaJApOBOTO COCTaBa, aHauu3a (YHKIMOHUPOBAHUS
WH()OPMAITMOHHOW CUCTEMBbI aIMUHUCTPAIMU M CHCTEMBI €€ 3alllUThl C Y4ETOM
U3MCHCHUI B METOJaX W CpEeACTBax IepexBaTa WHOOpPMAIUU, HOPMATHBHBIX
TpeOOBAaHMIA 1O 3allHMTE, JOCTUTHYTOTO OTCUSCTBEHHOI'O M 3apyOeHOTO OIbITa B
9TOM 00JaCTH.

4.7. Pa3zyMHasi 10CTaTOYHOCTh (SKOHOMUYECKAS 11e71eCO00Pa3HOCTB ).

[Ipennonaraer cOOTBETCTBHE YPOBHS 3aTpatT Ha o0OecrieueHue 0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX IIEHHOCTH HH(POPMAIMOHHBIX PECYpPCOB U BEJIUYMHE
BO3MOXKHOTO yuiep0a OT HMX pas3rJalleHus, yTpaThbl, YTE€UKH, YHUUTOXKEHHS U
uckaxeHus. lcmonb3dyemble Mepbl M cpeAcTBa obOecreyeHus 0e30MacHOCTU
UH(POPMAIIMOHHBIX PECYpPCOB HE JOJDKHBI 3aMETHO YXYyIAIIaThb 3PTOHOMHYECKHE
noKasarejin paboThl KOMIIOHEHTOB MH()OPMAIMOHHOW CHUCTEMbI aJIMHUHHUCTPALIUH.
Wznumnue Mepsl 0€30MacHOCTH, MOMHMO SKOHOMHUYECKON Hed()(eKTHBHOCTH,
IIPUBOJAT K YTOMJICHHIO U Pa3Ipa)KEHUIO IIEPCOHAIIA.

CoznaTh aOCOJIOTHO HENPEOJOJIMMYIO CHUCTEMY 3alUThl MPUHLUUIHAAIBHO
HEeBO3MOXHO. Iloka mepcoHanbHbIE JIaHHBIE HAXOJATCA B  OOpaIllEHUH,
IPUHUMAEMBbIE MEpPbl MOTYT TOJIBKO CHHU3UTh BEPOSITHOCTh HETaTUBHBIX
BO3JICUCTBUM WM yuiep0 OT HHUX, HO HE HCKIIOUUTh WX MOJHOCThiO. Ilpum
JIOCTAaTOYHOM KOJIMYECTBE BPEMEHU W CPEACTB BO3MOXKHO IIPEOJ0JIETH JIIOOYIO
3auuty. lloaToMy wuMeeT cMmpICH paccMarpuBaTh HEKOTOPBIA NPUEMIIEMBIN
ypoBeHb obecriedeHust Oe3omnacHocTU. BbicokodpdexTuBHas cucrteMa 3aiuThl
CTOUT JOPOro0, UCHOJB3YET MPU PabOTE CYIIECTBEHHYIO YaCTh PECYPCOB U MOKET
CO3/1aBaTh OIIYTUMBIE JOMOJHUTEIbHBIE HEYN0OCTBAa IMOJIb30BaTENsIM. BaxHO
IPaBWJIBHO BBIOpPATh TOT AOCTATOYHBIA YPOBEHb 3aIIUTHI, TP KOTOPOM 3aTpaThl,
PHUCK U pa3Mep BO3MOXKHOIr0 yuep0oa Obut Obl IPUEMIIEMBIMH.

4.8. IlepcoHanibHast OTBETCTBEHHOCTb.

[Ipeanonaraer  BO3JIOXKEHHWE  OTBETCTBEHHOCTHM  3a  o0ecreyeHue
0€30MacHOCTU MEPCOHAIBHBIX JTaHHBIX U CUCTEMBI UX OOpPabOTKHM Ha KaXKJI0ro
COTPYJIHHMKA B MPEAEIax €ro MOJHOMOYMU. B COOTBETCTBUM C 3TUM IPUHLUAIIOM
pacrnpeneneHde npaB U 00SI3aHHOCTEH COTPYJIHUKOB CTPOMUTCS TaKUM 00pa3om,
4yTOOBI B ClTydae J000ro HapyuieHus: Kpyr BUHOBHUKOB ObLI YE€TKO U3BECTEH WIIU
CBEJICH K MUHUMYMY.

4.9. MuauMu3zaus IMOJIHOMOYHH.

O3HavaeT npeAoCTaBICHUE MMOJIb30BATESIM MUHUMAJbHBIX IIPaB JIOCTyNa B
COOTBETCTBHH CO CIIYXEOHOW HEOOXOIUMOCThI0. JlOoCTym K mMepcOHAIbHBIM
JAHHBIM  JIOJDKEH MPEIOCTaBISATHCA TOJIBKO B TOM cliydae M oObeMe, €Clu ATO
HEO0OXOMMO COTPYAHUKY /IS BHITIOJTHEHHSI €T0 TOJDKHOCTHBIX 00sI3aHHOCTEH.

4.10. Uckmrouenne KOHPIUKTAa HHTEPECOB (pa3aeneHue GyHKITUN).
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OddextuBHas cucrema obecnedeHuss WHGOPMALMOHHONW O€30MacHOCTH
IpEeanoyaraeT 4eTKoe pas/ielieHHe OO0S3aHHOCTEH COTPYAHHKOB M HCKJIIOYCHHE
CUTyallui, Korja cdepa OTBETCTBEHHOCTH COTPYAHHKOB JOMYCKAaeT KOHMIUKT
uHTepecoB. Cdepbl MOTEHIHUATBHBIX KOH(IMKTOB  JOJDKHBI  BBISBIATHCA,
MUHUMHU3UPOBATHCA, M HAXOIUTCS TOJ CTPOTUM HE3aBUCUMBIM KOHTPOJIEM.
Peanuzanus JaHHOTO NPUHIMIIA MpPEAIOiaraer, YTo HEe OJMH COTPYIHHUK He
JOJDKEH HMMETh IOJHOMOYHH, IMO3BOJSIONIMX €My EIWHOIUYHO OCYILIECTBISTH
BBINIOJIHEHHE KPUTHYHBIX onepanuii. Haxenenue cOTpyAHHMKOB HOJTHOMOYHSIMH,
HOPOXAAIOUIMMH KOH(IJIUKT MHTEPECOB, Ja€T €My BO3MOXXHOCTH IMOJTACOBBIBATH
UH(GOPMAIIMIO B KOPBICTHBIX LENSAX WJIM C TE€M, YTOObI CKPBITh MPOOJIEMBI WIH
MOHECEHHbIE YOBITKH. J[JIs1 CHMKEHHsI pUCKa MaHUIYJUPOBAaHUS MEPCOHAIbHBIMU
JaHHBIMU M PHUCKAa XMWIIEHUS, TAaKUE IOJIHOMOYHUS JOJDKHBI B MaKCHUMAaJIbHO
BO3MOXKHOH CTETEHU OBITh pa3felieHbl MEXKIY Pa3iNuHbIMH COTPYIHHKAMHU WA
nojpa3AeNeHus MU aAMUHACTparu. HeoOxonuMo NpoBOAWUTH NEPUOAMYECKUE
IPOBEPKHU 00s3aHHOCTEH, PYHKIMIA U ACSITENFHOCTA COTPYIHUKOB, BBITOIHSIOIINX
KII0YeBble (DYHKIMH, C TeM, YTOObl OHM HE WMENIH BO3MOXHOCTH CKPBIBAThH
COBEpIIICHHE HEMpPaBOMEPHBIX neicTBui. Kpome TOro, HeoOX0IMMO MPHHUMATH
CHelraibHbIe MEPHI MO0 HEJOMYIICHUIO CTOBOPa MEKIY COTPYIHUKAMH.

4.11. BzauMojeiicTBUE U COTPYAHUYECTBO.

[Ipeanonaraer co3nanue OiaronpusTHOW aTtMochepbl B  KOJUIEKTHUBE
aAMUHUCTpanuu. B Takoli 0OCTaHOBKE COTPYJHUKH JIOJDKHBI OCO3HAHHO
coOMI0/IaTh yCTAaHOBJICHHBIE TpaBWia M OKa3bIBaTh COJCUCTBUE JACSITEIBHOCTH
aJIMUHUCTPATOPOB 0€30MaCHOCTH HWH(GOPMAIIMOHHOW CHUCTEMBI TMEPCOHATBHBIX
JAHHBIX.

BaxxnpiM snemenTom 3¢h(EKTUBHON cHUCTeMbl obecrieueHrus 0e30macHOCTH
NEPCOHAIBHBIX JAHHBIX B JIMUHUCTPALIMU SIBISIETCS BBICOKAS KyJIbTypa pabOThI €
uHpopMmarueil. PykoBoaCcTBO aIMUHUCTPALIUK HECET OTBETCTBEHHOCTH 3a CTPOroe
COOJIOIGHNE ITHUYECKUX HOPM U CTaHIAPTOB MPOGECCHOHATBHOU AESTETbHOCTH,
MOTYEPKUBAIOIICH M JEMOHCTPHUPYIOIIEH MEPCOHANy Ha BCEX YPOBHSIX Ba)XKHOCTh
obecrnieueHnss HHPOPMAITMOHHOMN O€30MaCHOCTH aAMUHUACTpanu. Bee coTpynHuku
aIMUHUCTPAllMA JOJDKHBI TIOHMMAaTh CBOIO pOJIb B Tpolecce obecreueHus
WHPOPMAITMOHHON OE€30MacHOCTH W MPUHUMATh Y4YacTHE B OTOM TIpOIlecce.
Hecmotpss Ha TO, 4YTO BBICOKAs KyJbTypa oOecriedeHus WH(OOPMAIIMOHHON
0e30MacHOCTH HE TapaHTUPYET aBTOMATHYECKOTO JIOCTIDKEHHUS IelieH, ee
OTCYTCTBHE CO3AaeT OO0Jbllle BO3MOKHOCTEH AJIsi HapylleHUs 0€30MacCHOCTH WU
HEe oOHapy>keHus (PaKkTOB ee HapyIICHUSI.

4.12. TuOKOCTHh CUCTEMBI 3AIUTHI.

Cucrema obecrieueHuss MHPOPMAIMOHHON O€30MACHOCTH JOKHA OBITh
CIIOCOOHA pearnpoBaTh HA U3BMEHEHHUS BHELIHEU CPeJIbl U YCIOBUI OCYIIIECTBICHUS
aIMHUHUCTPALIMEN CBOEH AEATEIBHOCTU. B 4UMCI0 TAKMX U3BMEHEHUN BXOJIAT:

— M3MEHEHUS OPTaHU3ALMOHHOM U IITATHOW CTPYKTYpPbI aIMUHUCTPALINH;
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— M3MEHEHHE CYIIECTBYIOUIMX WM BHEAPEHUE MPUHIMIINAIBHO HOBBIX
UH(OPMAIMOHHBIX CUCTEM;

— HOBBIC TCXHUYCCKUC CPCACTBA.

CBOWCTBO THOKOCTH CHCTEMbI 0OecTieueHHs] HH(DOPMAIMOHHON 0€30MacHOCTH
n30aBIIsET B TAKMX CUTYAIUSAX OT HEOOXOAMMOCTH MPUHATUS KapAUHAIBHBIX MEp
110 TIOJTHOM 3aMEHe CPEJICTB M METOJIOB 3aIIMTHI HA HOBBIC, YTO CHIIKAET €€ OOIIyI0
CTOMMOCTb.

4.13. OTKpBITOCTH AITOPUTMOB U MEXAHU3MOB 3aLLUTHI.

CyTb npuHIUIA OTKPHITOCTH aJITOPUTMOB U MEXaHU3MOB 3aIIUTHl COCTOUT B
TOM, YTO 3allUTa HE JOJDKHA OOECIEeuMBaTHCA TOJIBKO 3a CYET CEKPETHOCTHU
CTPYKTYpHOH OpraHM3aliid W aJrOPUTMOB (PYHKIIMOHHPOBAHUS €€ TOICHCTEM.
3HaHUEe aJTOpPUTMOB PabOThl CHCTEMBI 3aIIUTHI HE JOJDKHO JaBaTh BO3MOXKHOCTHU
ee peoI0JIeHus (1axke aBTopaM). JTO, OJIHAKO, HE O3HAYAET, 4TO UH(opMaus 00
UCTIOJIb3YEMBIX CHUCTEMaX M MEXaHHU3Max 3allUThl J0JDKHA OBITh OOIIEAOCTYITHA.

4.14. TIpoctoTa NpUMEHEHUS CPEICTB 3ALIUTHI.

MexaHu3Mbl U METOJIbI 3aIIUTHI JOJKHBI ObITh MHTYUTHBHO TMOHSTHBI U
IIPOCTHI B UCIIOJIb30BaHUU. [IpuMeHeHne CpeaCcTB U METONOB 3aLUTHI HE JOJKHO
OBITH CBS3aHO CO 3HAHHMEM CIHEIHAIBbHBIX SI3bIKOB WJIM C BBIMOJHEHUEM JCHCTBUH,
TPeOYIOIMUX 3HAYNTEIBHBIX JOMOTHUTEIBHBIX TPYA03aTpaT MPU OOBIYHON padboTe
3apEeTrUCTPUPOBAHHBIX IIOJIB30BATENICH, a Takke He JOHKHO TpeboBaTh OT
MOJIb30BATEIISI BBITOJHEHUS! PYTUHHBIX MAJIOMIOHSATHBIX €EMY OTEepaIlil.

4.15. OOOCHOBaHHOCTb U TEXHUYECKAS PEATH3YEMOCTb.

NHdopmanmoHHble TEXHOJIOTUH, TEXHUYECKHE M NPOrPAMMHBIE CPEJICTBA,
CpelCTBa U MEPhI 3aIUTHI IEPCOHANBHBIX JAHHBIX JOJKHBI ObITh pEaTU30BaHbl Ha
COBPEMEHHOM YpPOBHE pPa3BUTHUSl HAYKH U TEXHUKH, OOOCHOBAHBI C TOYKH 3PEHUS
JOCTHXKEHHUSI 33aJIaHHOTO YPOBHSI 0€30MacHOCTH MHPOPMALMK U 3KOHOMHUYECKOU
1eJ1ECO00PA3HOCTH, a TAKXKE JOJIKHBI COOTBETCTBOBATh YCTAHOBJIEHHBIM HOPMaM U
TpeOOBaHUAM 110 OE30MACHOCTH MIEPCOHATBHBIX JIAHHBIX.

4.16. Cnenuanu3zamus U mpoQpecCroHaInu3M.

[Ipenmnonaraer mpuBjiIedYeHHE K pa3pabOTKE CPEJICTB W peau3alui Mep
3aIIUTHl TIEPCOHAIBHBIX JAHHBIX CIEIHATU3UPOBAHHBIX OpTraHHW3aIui, Haubolee
MOJATOTOBIIEHHBIX K KOHKPETHOMY BHJY JEATEIBHOCTH TIO OOECIECYCHHIO
Oe3omacHOCTH WH(OPMAIMOHHBIX PECYPCOB, HMEIOIIMX OMBIT MPAKTUYECKON
paboThl U TOCYNAPCTBEHHYIO JIMIIEH3UIO HA MPABO OKAa3aHUsI YCIIYyT B 3TON 00JIaCTH.
Peanuzanusi aiMUHUCTPATUBHBIX MEP M AKCIUTyaTalusi CPEACTB 3aIUTHI JOJKHA
OCYIIECTBISATHCA  MPO(PECCHOHATILHO  TMOJATOTOBJICHHBIMH  CIICIIHMATIUCTAMU
aMUHUCTpalMK (aIMUHUCTpATOpaMHu 0€30MacHOCTH MH(OPMAIIMOHHONW CUCTEMBbI
MEePCOHATBHBIX JIAHHBIX).

4.17. OO6s3aTeNbHOCTh KOHTPOJIS.
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[Ipennonaraer 00A3aTENbHOCT W CBOEBPEMEHHOCTb  BBISBICHUSA U
IPECEUYCHHs] TONBITOK HApYLIEHUs YCTAHOBJEHHBIX NpaBWi, 0OOecreyeHus
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX, HAa OCHOBE HCIOJb3YEMbIX CHUCTEM U
CPEICTB 3alIUThl IEPCOHAIBHBIX JAHHBIX, IPU COBEPIICHCTBOBAHUU KPUTEPHUEB U
METO/1I0B OLIEHKH 3(h(PEKTUBHOCTU ITUX CUCTEM U CPENICTB.

KoHTponb 3a AesTenbHOCThIO JI000T0 T0JIB30BATENsA, KaXXIOTO CpEe/CTBa
3allUThl 1 B OTHOIICHUH JIFOOOTO OOBEKTa 3allUTHI JOKEH OCYIIECTBISITHCA Ha
OCHOBE NMPUMEHEHUS CPEJICTB ONMEPATHBHOI'O KOHTPOJIS U PETUCTPALIUM U JOJIKEH
OXBaThIBaTh KAaK HECAHKIMOHUPOBAHHBIC, TAK M CAHKIIMOHHPOBAHHBIC JEHCTBUS
MM0JIb30BaTEIICH.

Kpome Toro, sddekruBHas cuctema obOecnedeHUs HWHPOPMAIMOHHON
Oe3omacHOCTU TpeOyeT HaMW4YMs aJeKBAaTHOW M BCEOOBEeMITIONIEH MHGOPMAIIH O
TEKYIIEM COCTOSIHUM TMPOLIECCOB, CBSI3aHHBIX C JABW)KCHHEM HH(pOpManmuu u
CBEJECHUI O COOJIOJEHUU YCTAHOBJIEHHBIX HOPMATUBHBIX TpPeOOBaHMW, a TaKKe
JOTOJHUTENBHOW HMH(OpPMALUU, UMEIOIIEH OTHOLIEHWE K MPUHATHIO PELICHUM.
Nudopmanus 1okHa ObITh HAJEKHOW, CBOEBPEMEHHOM, IOCTYITHONW U MPaBUIIBHO
0hOpMIICHHOM.

Henocratku cucremsl obOecrniedeHuss HHPOPMALMOHHON 0O€30MacHOCTH,
BBISIBJICHHBIE COTPYJHUKAMHU aJAMUHHUCTPALMK JIOJKHBI HEMEUIEHHO JIOBOJUTHCS
70 CBEJIEHHUS TIJaBbl AJMUHUCTPALlMM U OINEPATUBHO YCTpaHATbCA. Borpocsl,
KOTOpbIE  KaXyTCsl ~ HE3HAUUTEIbHBIMU,  KOIJA  OTHENbHbIE  IPOLECCHI
paccMaTpUBaKOTCST W30JIMPOBAHHO, MPU PACCMOTPEHHWH HX Hapsay C JAPYyTHMH
acIeKTaMH MOTYT yKa3aThb Ha OTPULATEIbHbIE TEHACHIIMH, IPO3SIINE EPEPACTH B
KPYIIHbIE HEIOCTATKH, €CJIM OHU HE OYIyT CBOEBPEMEHHO YCTPAHEHBI.

5. Mepsbl, MeTOABI U CPeACTBA O0ecnedeHUs1 TPedyeMOoro ypoBHs
3alUThl HHPOPMALMOHHBIX PECYpPCOB

5.1. Mepsi oGecrnieuennst ”HOOPMALIMOHHOM 0€30MaCHOCTH

Bce wmepbl oOecrieyeHuss 0e30MacHOCTH  MH(GOPMAIMOHHOW  CHCTEMBI
aJIMUHUCTPALIMU TTOJIPA3ACIIAIOTCS Ha!

— TpaBOBbIE (3AKOHOJATENBHBIE);

— MOpaJbHO-3TUYECKUE;

— TEXHOJIOTHYECKUE;

— OpraHu3alMOHHbIE (aIMUHUCTPATUBHBIE);

— (usnueckue;

— TEXHUYECKHE (anmapaTypHbI€ U IPOTPAMMHBIE).
5.1.1. 3akoHogaTenbHbIE (IPABOBBIE) MEPHI 3AILIUTHI.

K mpaBoBbIM MepaM 3alIUTBl OTHOCATCS ACHCTBYIOIIME B CTPaHE 3aKOHBI,
yKa3bl W HOPMATHUBHBIE aKTbl, PETJIaMEHTUPYIOILIME IpaBujia OOpalleHus c
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NEPCOHAIBHBIMHU JIaHHBIMH, 3aKpEIUIAIONIMe MpaBa M OO0SM3aHHOCTH YYaCTHUKOB
UH(GOPMAIIMOHHBIX OTHOILIEHUH B Ipolecce UX OOpabOTKM M MCHOJB30BaHUs, a
TaK)X€ yCTAHABJIMBAIOIIME OTBETCTBEHHOCTb 3a HApYILICHUs OTUX IPaBuUIl.
[TpaBOBBIE MEpPHBI 3aAIIUTHI HOCAT B OCHOBHOM YIPEXAAIOUINHI, TPOPUIAKTUIECKUN
XapakTep U TPeOYIOT MOCTOSTHHON pa3bsiCHUTEIBHON pabOThI ¢ MOJb30BATENIAMU U
00CITyKUBAIOLIUM I1€PCOHATIOM HH(OPMALIMOHHON CUCTEMBI aIMUHUCTPALIUH.

5.1.2. MopaabHO-3TUYECKHUE MEPHI 3aIUTHI.

K MopanpHO-3TUYECKMM MepaM OTHOCSITCS HOPMbI TOBEACHHS, KOTOpbIE
TPAJAMIIMOHHO CJIOXWJINCh WM CKJIQJbIBAIOTCS MO MEpPE paclpoCTpaHEHUs
WH()OPMAITMOHHBIX TEXHOJIOTHM B 00IIecTBe. DTH HOPMBI OOJBIIEH YaCThIO HE
SBIISIIOTCSA 00SI3aTENIbHBIMM, KaK 3aKOHOAATEIbHO YTBEP)KICHHbIE HOPMATHUBHBIC
aKThl, OJIHAKO, MX HECOOJIOJCHHE MOXET IMPUBECTH K MaJCHUI0 aBTOPUTETA,
IpecTHUka YeJIOBEeKa, TPYMIbl JIHI WM aJMUHUCTpAlMU B LeJoM. MopaiabHO-
THYECKHE HOPMBI OBIBAIOT KaK HEMHCaHble, TaK M TMHCAaHbIE, TO €CTh
o(opMJIEHHBIE B HEKOTOPBIN CBOJ (YCTaB) MpaBWJi WM NMpPeanucaHuil. MopaibHO-
ATUYECKHE MEPHI 3AIIUTHI SBISIOTCS MPOPMIAKTHUYESCKUMU U TPEOYIOT TOCTOSTHHOM
paboThI IO CO3[IAaHUIO 3J0POBOT0 MOPAIBHOIO KJIMMaTa B KOJJIEKTHUBE.

5.1.3. TexHonOrnYeCcKUue Mephl 3aLUTHI.

K nanHomy Buay Mep 3alllUThl OTHOCSITCA Pa3HOTO pojia TEXHOJIOTHMYECKUE
pellieHusT W TIPUEeMbl, OCHOBAHHBIE Ha HCIOJb30BAHUU HEKOTOPHIX BHUJOB
U30BITOYHOCTH (CTPYKTYPHOH, (yHKIIMOHAIBHOM, MH(POPMAITMOHHON, BPEMEHHON
M T.I.) W HalnpaBjJCHHbIE HA YMEHBIICHHWE BO3MOXHOCTH COBEPIICHUS
COTPYJIHHUKAMU OIMMOOK W HApYyIICHUH B paMKaxX IPEAOCTABICHHBIX UM IpaB U
MMOJTHOMOYHH.

5.1.4. OpranuzanuoHHble (AAMUHUCTPATUBHBIE) MEPHI 3AIUTHI.

OpranuzaioHHbie (aAMUHUCTPATUBHBIE) MEPhI 3alIUTBl - 3TO MEPHI
OpraHU3alMOHHOTO XapakTepa, perjiaMeHTUPYIOIINE IPOLIECCHI
(GYHKIIMOHUPOBAHUS CUCTEMbBI 00pa0OTKH MEPCOHANBHBIX JIAHHBIX, UCIIOIb30BaHUE
€€ PECypCoOB, NEATEIbHOCTh OOCIY>KMBAIOLIErO IEPCOHANA, a TaKXKe MNOPSAIOK
B3aMMOJICUCTBUS IMOJB30BATENEH C CHUCTEMOM TakuM o0pa3oMm, 4YTOOBI B
HauOOJbUIEH CTENEeHH 3aTPYyAHUTh WIM HCKIIOYUTh BO3MOXKHOCThH pealu3aluuu
yIrpo3 6€30MaCHOCTH UM CHU3UTH pa3Mep MOTEPh B CIydae UX peain3aluiu.

5.2. ®opmupoBaHHEe MOTUTHUKNA OE30MACHOCTH.

['maBHas 1eNb agMUHUCTPATUBHBIX MEp, NMPEIINPUHUMAEMbIX Ha BBICIIEM
yIPABJICHUYECKOM YPOBHE - cPOpMHUpOBaATh MOJMTHKY B oOnactu obecreueHus
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX (OTPAKAIONIIYIO TMOAXOABl K 3allUTe
MEPCOHANBHBIX JAHHBIX) U O0OECIEUUTh €€ BBITIOJHEHUE, BBIIEISAA HEOOXOANUMbIC
PECYPCHI 1 KOHTPOIHUPYS COCTOSTHHUE JIE.

C mnpakTMYECKOM TOYKM 3pEHUs MOJUTUKY B 00JacTH oOecnedyeHus
0€30MacCHOCTH NEPCOHAIBHBIX JTAHHBIX B aAMUHUCTPALMH LEIECO00Pa3HO Pa30UTh
Ha J1Ba ypoBHiI. K BepxHEMy YpOBHIO OTHOCSTCS PELICHHS pPYKOBOJCTBA,
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3aTparvBarolre AESTEIbHOCTh AJAMUHUCTpannu B HenoM. llonmuTtuka BepxHero
YPOBHSL JIOJDKHA YETKO OYepPTHTh cdepy BIUAHUA U OTPAHUYCHHUSA TIpU
onpee’eHnu 1eaeil 0€30MacHOCTH NMEPCOHANBHBIX JAHHBIX, ONPEIEIUTh KAKUMU
pecypcamMu (MaTepualbHble, CTPYKTYpHbIC, OpraHU3allMOHHBIE) OHU OyIyT
JOCTUTHYTBI, U1 HAWTH PA3yMHBIA KOMIIPOMHUCC MEXAY HNPUEMIIEMBIM YPOBHEM
0€3011acHOCTH U (PYHKIMOHAIBHOCTBIO.

[TonuTtuka HUKHETO YPOBHS, ONpENEiseT MpOolUeAyphl, W IpaBuUia
JOCTIKEHUSI 1ee M pelieHus: 3a7ady 0e30MacHOCTH NMEPCOHATBHBIX JAHHBIX U
JeTanu3upyer (peraaMeHTUpyeT) 3TH MpaBuiia;

— KaKOBbI pPOJIM U 00s3aHHOCTH JOJDKHOCTHBIX JIMI, OTBCYAIOIIHEC 3a
IMPOBCACHUC ITOJIMTUKH 0e30IMacHOCTH NCPCOHAIbHBIX TaHHBIX,

— KTO MMCCT IIpaBa J0OCTylla K IICPCOHAJIBHBIM OaHHBIM, KTO W IIPHU KaKHUX
YCIIOBUAX MOKCT YUTATh U MOI[I/Iq)I/IL[I/IpOBaTB NSpCOHAIbHBIC JAHHBIC U T.1.

[TonuTHka HUKHETO YPOBHA A0JIZKHA:

— TmpeaycMaTpuBaTh — periaMeHT  HH(POPMAIIMOHHBIX OTHOULIEHHU,
VICKJTIOYAOIINX BO3MOXHOCTb IIPOU3BOJIbHBIX, MOHOIIOJIBHBIX 1581071
HECAaHKIIMOHUPOBAHHBIX JEHCTBUN B OTHOIICHUU WH(DOPMAITMOHHBIX PECYPCOB;

— OmnpeAciisiTb KOAJIMIHUOHHBIC W HCPAPXHUYCCKHUEC IMPHUHOUIIBI WU MCTO/bI
PasacIICHUA CCKPETOB U pa3rpaHUYCHUS JOCTYIIA K IIEPCOHAJIIbHBIM JJaHHBIM;

— BBIOUpATh IPOrpaMMHO-TEXHUYECKHE (anmapatHbie) cpelcTBa
npotuBogeictBus HCJI, ayrenTudukanum, aBTopu3alud, WIAECHTUOUKAUU U
JPYTUX 3alIUTHBIX MEXaHW3MOB, 00€CIIEUNBAIOIINX TAPAHTUN PeaU3aliu MpPaB U
OTBETCTBEHHOCTH CYOBEKTOB MH(DOPMAITMOHHBIX OTHOIIICHUH.

5.3. PernameHnranus 1octyna B MOMEIICHHUS.

KoMmmonents HWHGOPMAIIMOHHONW CHUCTEMBI  aJAMUHHUCTPAIMHA  JIOJKHBI
pa3MeniaThCs B MOMEIICHUSAX, HAXOJAIIUXCA IOJ] OXPAaHOW WM HAOIIOJICHHUEM,
HCKJIIOYAIOIIUM BO3MOXXHOCTh OECKOHTPOJBHOIO MPOHUKHOBEHUS B MOMEIICHUS
MOCTOPOHHUX JIUI] U 00ECIIEYNBAOIINM (PU3HUECKYIO COXPAHHOCTDh HAXOISIIIUXCS
B IOMEUIECHUH 3aIUIIAEMbIX pecypcoB (1IokymMeHTOB, APM u T.11.). YOopka Takux
MOMEIIEHUH  JOJKHA  TMPOU3BOAUTHCA B  MPUCYTCTBUM  OTBETCTBEHHOIO
COTPY/JIHUKA, 32 KOTOPBIM 3aKpEIJICHbI JaHHBIE KOMIIOHEHTHI, C COOJIFOJICHUEM MED,
MCKJIFOYAIOIIUX JIOCTYN MOCTOPOHHMX JIMIl K 3alluiiaeMbiM HHGOPMAIMOHHBIM
pecypcam.

Bo BpeMst 00pab0TKH IMepCOHAIBHBIX JJAHHBIX B TAKUX MTOMEIICHHIX JTOJDKCH
IPUCYTCTBOBATh TOJBKO IEPCOHAJ, JOMYIICHHBIH K padoTe ¢ IMepCOHAIBHBIMU
JAHHBIMH.  3ampemiaeTcs IMPHUEeM  IOCETUTENIeH B IOMEINICHUAX, KOTIJa
OCYIIECTBISAETCS 00paboTKa MePCOHATbHBIX IAHHBIX.

[To oxonHwanwm paboyero MHS, TOMEIICHHS, B KOTOPBIX pa3MEIIaroTCs
KOMITOHEHTHI WH(POPMAITMOHHOW CHCTEMBI aJMUHUCTPAINH, TOJDKHBI 3alAPAThCS
Ha KJIIOY.
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B ciyyae ocHamieHus MOMEIIEHU CpeICTBaMU OXPaHHOW CUTHAJIM3ALUH, a
TaKK€ aBTOMATU3UPOBAHHOM CUCTEMOM NMPHUEMA U PETUCTPALMU CUTHAJIOB OT 3THX
CPEACTB, IpPHUEM-CAadya TAKUX IIOMEIIEHUN M0 OXpaHy OCYLIECTBISAECTCS Ha
OCHOBAaHMHM CHELHAIBHO pa3padbaTbiBa€MON HHCTPYKIUU.

5.4. PernmameHranusa  gomycka — COTPYAHUKOB K HCIIOJB30BaHUIO
UH(OPMAIMOHHBIX PECYPCOB

B pamkax  paspemmuTeNbHOM ~ CUCTEMbl  (MATpulbl)  JIOCTyIa
YCTaHaBJIMBAETCA: KTO, KOMY, KaKyl0 MH(QOpPMAILMIO U JUIsl KAaKOTO BUIA JIOCTYIIa
MOJKET MPEAOCTABUTH U MPU KAKUX YCIOBUSX.

Homyck monbp3oBareneid K pabore ¢ MHPOPMAIMOHHOM CHCTEMOU
aAMUHUCTPALIMH U JOCTYII K €€ pecypcaM JIOJHKEH OBITh CTPOTO PETJIaAMEHTHPOBAH.
JIr00ble U3MEHEHUsI COCTaBa M MOJHOMOYHMH ITOJIB30BATEIEH ITOJACUCTEM HOJKHBI
MPOU3BOJIUTHCS YCTAHOBJICHHBIM MOPSIAKOM.

YpoBeHb  TOJHOMOYMM  KaXKJIOrO0  IOJIb30BaTENsd  OMNpENeNsaeTcs
WHJIMBUAYaJIbHO, COOJIIOAAs CAeAyIoIue TPEOOBaHNUS:

— KaXJbl COTPYJHUK MOJIb3YETCS TOJIBKO MPEANUCAHHBIMU €MY IIpaBaMH
10 OTHOIIEHUIO K TIEPCOHATBHBIM JTaHHBIM, C KOTOPBIMU €My HeoOxoauma padbora
B COOTBETCTBHUU C JIOJKHOCTHBIMHU 00sI3aHHOCTSIMU. Paciiupenue npap aoctyna u
MpEeOCTaBICHNE JOCTyIa K JIOMOJIHUTEILHBIM HH(GOPMAIMOHHBIX pecypcam, B
00s13aTeIbHOM  TMOPSJIKE, JIOJDKHO  COIJIACOBBIBATHCS € aJIMHHHUCTPATOPOM
0e30macHOCTH HH(POPMAITMOHHON CUCTEMBI ITEPCOHATBHBIX JIAHHBIX;

— TIJIaBa aJMHHHCTpAIMM WMEET MpaBa HAa MPOCMOTP HMHQPOPMAIMH CBOUX
NOAYMHEHHBIX TOJIBKO B YCTAHOBJIEHHBIX IPEAEIAX B COOTBETCTBHU CO CBOMMU
JOJIKHOCTHBIMU O0SI3aHHOCTSIMU.

Bce coTpyaHuku afMUHUCTpAMU U OOCTY>KMBAIOIIUN MEPCOHAI, JOJIKHBI
HECTHU MEPCOHAIBHYIO OTBETCTBEHHOCTH 3a HAPYIICHUS YCTAHOBICHHOI'O MOPSAKA
00pabOTKM TMEpPCOHAJBHBIX JAaHHBIX, MpaBWJI XpaHEHMs, HCIOJIb30BaHUSI U
nepegayr HaxOoIAIIUXCA B MX PACHOPSIKEHUU 3alIUIIAEMbIX PECYPCOB CUCTEMBI.
Kaxnpiii  corpyanuk (mpu npueme Ha paboTy) J[AODKEH TMOJIUCHIBATH
00513aTEIBCTBO O COOIIOJICHUU U OTBETCTBEHHOCTHU 32 HAPYIICHUE YCTAHOBICHHBIX
TpeOOBAHMIA 110 COXPAHEHUIO MTEPCOHAIBHBIX TAHHBIX aJIMUHUCTPAIIUU.

OOpaboTKa TEPCOHANBHBIX JIaHHBIX B KOMIIOHEHTaX HWH(GOPMAIIMOHHON
CUCTEMBl  AJMUHUCTpAIlMU  JIOJDKHA TIPOM3BOJIUTHCS B  COOTBETCTBHH  C
YTBEP)KICHHBIMU TEXHOJIOTUICCKUMH HHCTPYKITASMH.

5.5. PermameHTanus MOpouEcCOB  OOCIYyKMBaHUS M  OCYLIECTBJIECHHS
MOIM(UKAIMH allapaTHBIX U IPOTPAMMHBIX PECYpCOB

B umensx mnopaepxkaHus pexxuMma HUHPOPMALMOHHON  0€30MacHOCTH
anmnapaTHO-IporpaMMHas KOH(QUrypanusi aBTOMATHU3UPOBAHHBIX pPabOYMX MECT
COTPYIHHUKOB aJIMHHUCTpPAlMU, C KOTOPBIX BO3MOXKEH JOCTYIl K pecypcam
UH(POPMALIMOHHON CHUCTEMBI, JIOJIKHA COOTBETCTBOBATh KPYry BO3JIOKEHHBIX Ha
JAHHBIX M10JIb30BaTeNeH (PYHKIIMOHAIBHBIX 00513aHHOCTEH.
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B kommoneHTax WH(GOPMAlMOHHOW CHUCTEMBl W Ha pabouyumx MecTax
IIOJI30BATENIEW JOJDKHBI yCTaHABIMBATBCA M HCIIOIb30BAThCS JINIIEH3HOHHBIC
IIPOrpaMMHbIE CPEJICTBA.

5.6. OGecrieueHre U KOHTPOJIb (PU3MUECKON LETOCTHOCTH (HEU3MEHHOCTH
KOH(UTypalun) anmapaTHbIX pecypcoB

O6opynoBanre UHPOPMALIMOHHON CUCTEMBI, UCIIOJIB3YyEMOE ISl JOCTyIa U
XpaHEeHUsI TIEPCOHANBHBIX JAaHHBIX, K KOTOPOMY JIOCTYN OOCTY>KHBAIOUIETO
IepcoHaja B TPOIECCe DOKCIUlyaTallud He Tpelyercs, Mocie HalaJo4yHbIX,
PEMOHTHBIX U MHBIX PabOT, CBSI3aHHBIX C JIOCTYIOM K €r0 KOMIIOHEHTaM JOJIKHO
3aKpBIBATHCS.

5.7. Tlon6op u mOArOoTOBKA MepcoHaa, 00yueHue MoJIb30BaTEIeH

[Tonp3oBarenu HMHMOPMAIMOHHOM CHCTEMBI AJIMUHUCTPALUM, a TaKxKe
PYKOBOASIIUNA M OOCIYXHBAIOMIMA TEPCOHAT JOJKHBI OBITh O3HAKOMIICHBI CO
CBOMM YPOBHEM IIOJJHOMOYHMM, a TAaKKE€ OpPraHU3alMOHHO-PACIIOPSAIUTEIBHON,
HOPMaTUBHOU, TEXHUYECKOM M JKCIUIyaTalMOHHOW  JTOKYMEHTAalUEH,
onpenenstomel TpedoBaHusl M MOPSAOK O0OpabOTKM MEPCOHANbHBIX JIaHHBIX B
aJIMUHHUCTPALIUH.

ObecrnieueHne 0€30MACHOCTU TEPCOHANBHBIX JAHHBIX BO3MOXKHO TOJBKO
nocyie BBIpabOTKH Y TIOJIb30BATENCH ONMpeAeIEHHOW KyIbTYphl paOOThI, T.€. HOPM,
00s13aTeNBbHBIX IS WCIIOJIHEHUST BCeMH, KTO paboTaer ¢ HMH(DOPMAIMOHHBIMU
pecypcamu aaMuHUCTpanuud. K TakuM HOpMaM MOXKHO OTHECTH 3alpelicHHe
JIOOBIX YMBIIUIEHHBIX WA HEYMBIIUICHHBIX JEUCTBUI, KOTOpbHIE HapyIIAlOT
HOPMAaJIbHYIO PabOTy KOMIIOHEHTOB WH(OPMAIMOHHONW CUCTEMbI aIMUHHUCTPAIIUH,
BBI3BIBAIOT  JIOTIOJHUTENIbHBIE 3aTPaThl PECypCOB, HAPYIIAIOT IEJIO0CTHOCTh
XpaHuMoi W oOpabarpiBaeMoii WHGOpPMAIMU, HAPYIIAIOT HHTEPECHl 3aKOHHBIX
MI0JIB30BATEIICH, BIIAJEIBIICB WIIH COOCTBEHHUKOB.

Bce monp3oBaTenn MHPOPMAIMOHHON CHUCTEMBI aJIMUHUCTPALMUA JIOJDKHBI
OBITh O3HAKOMJICHBI C OPTaHU3ALMOHHO — PACHOPAIUTEIbHBIMHA TOKYMEHTAMH 10
obecrnieueHnto 0€30MacHOCTH EPCOHANBHBIX JaHHBIX aIMUHUCTPAIINH, B 9aCTH, UX
Kacarolleics, JOHKHBI 3HaTh U HEYKOCHUTEIHHO BBITIOIHATH MHCTPYKIIMU U 3HATH
o0iue 00sf3aHHOCTH O O00ECNeUeHHI0 0e30MaCHOCTH TMEePCOHANBHBIX JAHHBIX.
JloBeneHue TpeOOBaHMI yKa3aHHBIX JOKYMEHTOB JO JIMI, JONMYyIIEHHBIX K
00paboTKe 3aIIMIIAEMbIX MMEPCOHAIBHBIX JAHHBIX, JOHKHO OCYIIECTBIATHCS IOJ
POCITUC.

5.8. OTBETCTBEHHOCTh 32  HAPYUIEHUS  YCTAHOBJIEHHOTO  MOpsIKa
MOJI30BaHUS pecypcaMu HHHOPMAITMOHHON CUCTEMbI aIMUHUCTPAIAN

Mepa OTBETCTBEHHOCTH I€pCOHaNa 3a JCWUCTBUS, COBEPUICHHBIE B
HapyILIEHWE YCTAHOBJICHHBIX TMpaBWJ oOecredeHus Oe3omacHoil paboThl ¢
MEPCOHATBLHBIMU JTAHHBIMH, JIOJDKHA OMPENCISIThCS HAHECEHHBIM  YIepooM,
HAIMYUEM 3JIOTO yMBICIAa W JAPYTHUMH (PaKkTOpaMu 1O YCMOTPEHUIO TJIaBBI
aIMHAHUCTPALINH.
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s peanusanuu [IPUHIIUIIA IIEPCOHAIBHOMN OTBETCTBEHHOCTHU
MI0JIb30BATEINICH 32 CBOM JICUCTBUSA HEOOXOIUMBI:

— UWHAVBUAyaTbHASs WACHTU(UKAIMS TIOJIh30BaTEIEd M WHHUIIMUPOBAHHBIX
UMH TIPOIECCOB, T.€. YCTaHOBJICHHE 3a HUMH ujeHTHuKaTopa (login, Username),
Ha ©0a3e KoToporo OyJeT OCYHISCTBIATHCA pasrpaHUYCHHE JIOCTyNa B
COOTBETCTBUH C MMPUHIIUIIOM 00OCHOBAHHOCTH JIOCTYTIA;

— TMpOBEpKa TOJJIMHHOCTH TOJIb30BaTeNel (ayTeHTu(uKanus) Ha OCHOBE
IapoJIeH;

— peakmus Ha MONBITKH HECAaHKITMOHMPOBAHHOTO JIOCTYIA (CUTHAIH3AIUS,
OJIOKMPOBKA U T.1.).

5.9. CpenctBa o0ecrieueHus: O€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX

Jns  oGecrieuennss wWHGOPMAIMOHHONW O€30MAaCHOCTU  AJMUHHUCTPAIIUU
UCIIOIB3YIOTCS CIAEAYIONTNE CPECTBA 3AIUTHI:

— (U3UYECKHE CPEJICTBA;

— TEXHHYECKUE CPEJICTBA;

— cpencTBa UACHTH(GHKAIIMKY U ayTCHTH()UKALIMH [T0JIb30BaTEICH;
— CpeJlcTBa pa3rpaHUYCHHUS JOCTYIIa,

— cpencTBa 00eCreYeHHs U KOHTPOJIS LIEJIOCTHOCTH;

— CpeACTBAa  ONEPATHMBHOTO  KOHTPOJS W PETUCTpAluu  COOBITHH
0€30MaCHOCTH.

CpencrBa  3alIMTBl  JTOJDKHBI  NPUMEHATBCS KO  BCEM  pecypcam
UH(OPMAIMOHHOW CUCTEMBbI aAMUHUCTPALIMM, HE3aBUCUMO OT UX BHUJA U (HOPMBI
peacTaBlIeHNs HH(OPMaLUU B HUX.

5.9.1. ®usnyeckue cpencTBa 3alUThI

dusznyeckue MCpBI 3allUTbl OCHOBAHBI HA IIPUMCHCHHUHU PpPa3HOIro poaa
MCXAHHUYCCKUX, OJCKTPOHHLIX MWW JSJICKTPOHHO-MCXAHUYCCKUX YCTPOﬁCTB 141
coopymeHHﬁ, CIICHHUAJIbHO IIPCAHA3HAYCHHBIX I CO3JaHHA (1)H3H‘-ICCKI/IX
HpeHﬂTCTBI/Iﬁ Ha BO3MOJKHBIX IIYTAX IMPOHHMKHOBCHHA W NOCTYIIA IOTCHIOHUAJIBHBIX
HapymHTeneI‘/’I K KOMIIOHCHTAM CHUCTCMBI 1 3allIUIIACMbIM IICPCOHAJIBHBIM J1dHHBIM,
a TAaKKXC TCXHHYCCKUX CPCIACTB BH3YaJIbHOI'O Ha6J'HOI[CHI/I$I, CBiA3H U OXpaHHOﬁ
CHUTHAJIM3alluH.

Jns o0ecrnieueHus (du3nueckoi 0e30MacHOCTH KOMIIOHEHTOB
MH(OPMAIMOHHOW CHCTEMbl AJIMHHHMCTPALUA HEOOXOIMMO OCYIIECTBISATH Pl
OPraHU3alMOHHBIX W TEXHUYECKUX MEPONPUITHHA, BKIIOYAIOIMIMX: HPOBEPKY
00opyI0BaHus, IPEeIHA3HAYEHHOTO /Il 00paObOTKH MEepCOHANbHBIX JAHHBIX, HA:

— HaJINM4YUC CIICOHUAJIbHO BHCAPCHHBIX 3aKJIaJHbIX YCTpOﬁCTB;

— BBCACHHUC AOIIOJIHHUTCIIBHBIX OFpaHI/I‘IeHI/Iﬁ o JA0CTyny B IIOMCHICHUA,
MMPCAHA3HAYCHHBIC JIJIA XPAaHCHUA U O6pa60TKI/I NEPCOHAIbHBIX TAHHBIX,
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— o0opyoBaHME CHUCTEM HWHQPOPMATU3AIMU YCTPOHMCTBAMHU 3aIUTHl OT
cOOEB 2JIEKTPOTTUTAHUS U TIOMEX B JIMHUSAX CBSI3H.

5.9.2. TexHuueckue CpeAcTBa 3aIIUTHI

Texnudeckue (ammapaTHO-TIPOrpaMMHBIC) MEpPBl 3alUThl OCHOBAaHBI Ha
UCTIOJb30BAaHUU PA3INIHBIX SJICKTPOHHBIX YCTPOUCTB U CHEIUAIBHBIX TPOTPAMM U
BBITIOJTHSIONIMX (CAMOCTOSITENIFHO WM B KOMIUIEKCE C JIPYTHMH CPEICTBAMH)
byHkuun 3ammThl  (MACHTUDUKAIMIO W ayTeHTU(UKAIUIO TOJIh30BaTElEH,
pasrpaHUvCHHE JocTyna K pecypcam, PETHCTPALIUIO COOBITHH,
Kpunrorpadguyeckoe 3aKpbiTie nHOOPMAIUH U T.11.).

C yuerom Bcex TpeOOBaHMI W NPHUHLMIIOB OOecredyeHHs] O0e30MaCHOCTH
NEPCOHANBHBIX JIaHHBIX IO BCEM HAIpaBJICHUSIM 3allUThl B COCTAaB CHCTEMBI
3alIUTHI JOJDKHBI OBITh BKJIIOUEHBI CIEAYIOLINE CPEACTBA:

— CpEICTBa pa3rpaHUYEHUs] JOCTYNA K TaHHBIM;

— CpeICTBa pETHCTpalMu JOCTylla K KOMIOHEHTaM HWH(GOPMAIIMOHHON
CUCTEMBI U KOHTPOJIS 32 UCTOJIb30BaHNEM HH(POPMAIINH;

— CpeICTBAa pearupoBaHMs] HA HAPYMICHHUS pPeKUMa HWHHOPMAITMOHHON
0€e30IacHOCTH.

Ha texnuueckue cpeacrtBa 3alUTbl BO3JIaracrcss pPCeIICHUC CIICAYIOIINX
OCHOBHBIX 3a1a4.

— UACHTHQUKAIMUSA ¥ ayTCHTH(PHUKAIUS TOJIb30BaTENICH P MMOMOIIN HMEH
WU CIICMAIbHBIX anmnapaTHbIX cpencts (Advantor, Touch Memory, Smart Card u
T.IL.);

— periaaMeHTalus ¥ ynpaBJiI€HUE JOCTYIOM I10Jb30BaTEIEH B IIOMEILIEHHUS,
K (PM3MUECKUM U JIOTHYECKHUM yCTPOMCTBAM;

— 3amMTa  OT  NPOHMKHOBEHUSI  KOMIIBIOTEPHBIX  BHPYCOB U
Pa3pyLIUTENBLHOTO BO3/IEUCTBHS BPEIOHOCHBIX MPOrPaMM;

— Ppeructpanuss BCCX ,IICﬁCTBI’Iﬁ IMOJBb30BATCIIA B 3alMUINCHHOM JKYPHAJIC,
HaJIN4YNC HCCKOJIbKHUX ypOBHeﬁ perucTpalmn,

— 3al[UTa JaHHBIX CHCTEMbl 3allMThl Ha (PalIOBOM CEpBEpE OT JOCTYIa
[I0JIb30BAaTENIEH, B YbHM JOJDKHOCTHBbIE OOS3aHHOCTHM HE BXOIUT pabora ¢
uHpOpMAaIH, HAXOIAIICICS Ha HEM.

5.9.3. CpencTBa uneHTU(UKALNN U ayTeHTU(PUKALUN TTOJIB30BaTENIeH

B uensx mnpenorBpaiieHus paboThl € pecypcaMu  HHGOPMALMOHHON
CUCTEMbl ~ aJIMMHHMCTPAllMA MOCTOPOHHUX JHUI  HEoOXoJAuMO 00ecreyuTh
BO3MOXHOCTbh PAaclO3HaBaHUS Ka)KJOr0 JETrajlbHOTO MOJb30BaTeNsl (WU TCPYII
nojp3oBatenen). s uaeHTUUKaUMU MOTYT HPUMEHATHCS Pa3jIMYHOrO poja
yCTPOMCTBA: MarHUTHBIE KAPTOUKH, KJIIFOUH, KJIFOUEBbIE BCTABKH, JUCKETHI U T.II.

Aytentudukanus (MOATBEPKIACHUE MOITUHHOCTH) IMOJIb30BaTENEH TaKKe
MOKET OCYILIECTBIISITHCSA:
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— IIyTE€M NPOBEPKH HAJUYMs y MOJb30BATENEH KAKUX-TUOO CHelualbHBIX
YCTPOMCTB (MarHUTHBIX KapTOUEK, KIIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);

— MyTeM MPOBEPKHU 3HAHUS UMH MapOJIeH;

— MyTeM [POBEPKH YHHUKAIbHBIX (U3UYECKUX  XAPAKTEPUCTHK U
apaMeTpoB CaMUX MOJIb30BaTENICH MPHU MOMOILU CIEHUATBHBIX OMOMETPUUYECKUX
YCTPOUCTB.

5.9.4. CpencrBa pasrpaHU4Y€eHHUs 1OCTyIIA

30HBI OTBETCTBEHHOCTH H 3aJ1a41  KOHKPCTHBIX TCXHUYCCKUX CPCIACTB
3alllUThl YCTAHABIMBAIOTCA HMCXOOA M3 HX BO3MOKHOCTEH U 9KCIITyaTallMOHHBIX
XapaKTCPUCTUK, OMMMCAHHBIX B JOKYMCHTAIMU Ha JaAHHBIC CPCICTBA.

Texnuueckue CpeacTBa pasrpaHu4CHUA JOCTyIla JOJIZKHBI 110 BOSMOKHOCTH
OBITH COCTAaBHOM YaCThHIO CILPIHOﬁ CUCTCMBI KOHTPOJIAA JOCTYIIA:

— Ha KOHTPOJIMPYEMYIO TEPPUTOPHIO;
— B OT/JCJIbHBbIC TOMEIICHUS;

— K KOMIIOHEHTaM UH(POPMALIMOHHOMN Cpeabl aIMUHUCTPALIUU U 3JIEMEHTaM
CUCTEMBI 3aIIUThl IEPCOHANBHBIX JAHHBIX ((PU3NUECKUH AOCTYN);

— K nH(OPMAaIMOHHBIM pecypcaM (IOKyMEHTaM, HOCUTEIISIM UHPOpMaIuH,
daiinam, Habopam TaHHBIX, apXUBaM, CIIpaBKaM U T.].);

— K aKTHUBHBIM pecypcaM (IpHUKJIaJHbIM ITporpaMmmam, 3ajgadam M T.I1.);

— K ONEpPalMOHHOM CHUCTEME, CHUCTEMHBIM IpOrpaMmaM MU IIporpaMmam
3AILNTBHI.

5.9.5. CpexncrBa obOecrieueHus: 1 KOHTPOJISL LEIOCTHOCTH

CpeactBa oOecrieueHusl LIETOCTHOCTU BKJIIOYAIOT B CBOM COCTaB CpeICTBa
PE3epBHOIO KOIMUPOBAHUS, MPOrpaMMbl AHTUBUPYCHOW 3alIUTHI, MPOrPaAMMBbI
BOCCTaHOBJICHHS 1IEJIOCTHOCTH OTEPAIMOHHON Cpe/ibl U 0a3 JaHHBIX.

CpencrBa KOHTpOJIS HEJIOCTHOCTH WH(POPMALMOHHBIX PECYPCOB CHUCTEMBI
OpeaHa3HaYeHbl [UIsl CBOEBPEMEHHOTO OOHapyKeHus MOAU(UKAIMN WIH
UCKaXEHHUsI pecypcoB cucTeMbl. OHU MO3BOJIAIOT OO0ECIEUUTh NPABUIBLHOCTD
(YHKIIMOHUPOBAHUA  CUCTEMbl  3aIIUThl W  LEJOCTHOCTb  XPaHUMOM U
oOpabateiBaeMoii HH(OPMALIUH.

KonTtpons mnenoctHoctd wuH(pOpMAIMM W CPEACTB 3aIIUTHI, C IIEJIBIO
obecriedyeHUsT  HEU3MEHHOCTH  HMH(POPMAIMOHHOM  Cpellbl,  OompeaensieMon
PEeAYyCMOTPEHHOM TEXHOJOTHEN 00pabOTKU, U 3alTUTHI OT HECAHKIIMOHUPOBAHHOM
MOAU(DUKAIIUY IEPCOHATIBHBIX JAHHBIX JIOJKEH 00€CTIeUnBaThCS:

— CpeICTBaMU pa3rpaHUyeHUs AO0CTyna (B MOMEHICHUS, K JTOKyMEHTaM, K
HOCHUTEIIIM UHPOpMALIUU, K CepBepaM, JIOTHUECKUM YCTPOICTBAM U T.11.);

— CpEACTBAaMH JJIEKTPOHHOM ITOAINUCH;
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— CpEIACTBaMH IIOICYETa KOHTPOJBHBIX CyMM (I HCIIOIB3YEMOTO
POrpaMMHOT0 00€CTICUCHHUS).

5.9.6. CpeacTBa OmNEpaTUBHOTO KOHTPOJISI W PETUCTPAIlMU  COOBITHUMA
0e30macHOCTH

CpeactBa 0OBEKTUBHOIO KOHTPOJISL IOJKHBI 00€CredynBaTh OOHAPYKEHHUE U
pEerucTpaiuo Bcex COOBITHM (IelcTBUi monb3oBatenei, monbiTok HC/ u T.11.),
KOTOpPbIE MOTYT IMOBJE€Yh 3a COOOM HapylieHHe Oe30MacHOCTH W TPHUBECTH K
BO3HMKHOBEHHUIO KPHU3HUCHBIX CHUTyanuil. AHanu3 COOpaHHOW cCpeicTBaMu
perucTpanuu UHPOPMAIIUU MO3BOJISET BBISBUTH (DAKThl COBEPIICHUS HAPYIICHUH,
UX XapakTep, MOJCKa3aTh METOJ €ro paccieloBaHUsS U CIOCOOBI TOHMCKa
HAapylIuTeNIsl W ucHpaBieHus curyanuu. CpenctBa KOHTPOJSA W PETHCTPalUH
JIOJ>KHBI TPEAOCTABIISITh BO3MOKHOCTH:

— BEACHUS M aHaju3a XYpPHAJOB PErucTpalud COOBITUH O€30MacHOCTU
(CUCTEMHBIX )KYypHAJIOB);

— TMOJYy4YeHHUs TBEpAOW Komuu (IeyaTH) >KypHaja PErucTpali COOBITHI
0€301aCHOCTH;

— YNOpSAIOYEHUS )KYPHAJIOB, a TAKKE YCTAHOBJIECHUS OTPAHUYECHHUM HA CPOK
VX XPaHECHUS;

— OIEpaTUBHOTO  OMOBEHICHUS  aJMUHHUCTpaTopa  O€30MaCHOCTU O
HapYLICHUSX.

[Ipu peructpauuu coObITUH  O€30MACHOCTH B  JKypHale JIOJDKHA
buKcupoBaThes cheayromas HHPOopMaIus:

— JaTa ¥ BpeMs COOBITHS;

— uAeHTUPUKATOp  CYOBEKTa,  OCYIIECTBISIIOUIETO  PErHMCTPUPYEMOE
JICUCTBUE;

— JeicTBHE (THUI IOCTYyIA).
5.10. KonaTpoab 3(hPeKTUBHOCTH CUCTEMBI 3AIUTHI

KoHnTpois 3¢ (HEeKTUBHOCTH 3aILUTHI [IEPCOHAJIBHBIX JAHHBIX
OCYILECTBIISIETCA C LEIbI0 CBOCBPEMEHHOI'O BBISABICHUS W IPENOTBPALICHUS
YTEYKH MEPCOHAIBHBIX JAHHBIX 33 CYET HECAHKIIMOHUPOBAHHOTO JOCTYIIA, a TAKKE
IPEAYNPEKICHUST BO3MOXKHBIX CIELUAIBHBIX BO3JCUCTBUM, HAIPaBICHHBIX Ha
YHHUTOKEHUE TEPCOHAJBHBIX JaHHBIX, Pa3pyIlICHHE CPEJCTB HH(OPMATHU3AIINH.
KOHTpOIb MOKET NPOBOIUTHCS NPUBIECKAEMBIMU ISl 3TOW LIEJIM OPTaHU3ALMAMU,
MMEIOIMMH JIMLIEH3UIO Ha 3TOT BUJ AESITEIBHOCTH.

Ouenka 3pPpeKTUBHOCTH Mep 3allIUThl IEPCOHABHBIX JAHHBIX MPOBOIUTCS
C MCMOJIb30BAHUEM TEXHUYECKUX U MPOrPAMMHBIX CPEJCTB KOHTPOJS Ha MpPEeaMET
COOTBETCTBHS YCTAHOBJIEHHBIM TPEOOBAHUSIM.



